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CLO-1. Discuss the fundamental concepts, policies, standards and ethical is
security.
Question 1. Short Question Answers [2#5=10 Marks . :
1.1 Suppose }'01? have a new snmrlannc and are cxt!itcd about the range of apps aval lable fm" o
You read about a really interesting new game that is available for your phone. Youdoa quick
Web search for it, and see that a version is available from one of the free marketplaces. “{hcn
you download and start to install this app, you are asked to approve the access permissions
granted to it. You see that it wants permission to “Send SMS messages” and to “Access your
address-book”. Should you be suspicious that a game wants these types of penmss‘ml?s? What
threat might the app pose to your smartphone, should you grant these permissions and
proceed to install it? What types of malware might it be? -
1.2 In a Unix Kerberos implementation, each user’s tickets (including the TGT vll for the
TGS service) are stored in a per-user file in /tmp. The Unix permissions on this file are such
that the user’s UID has access to that file, but the group and others do not. Ben Bitdiddle
wants to send an email to Alyssa, and to include a copy of the Kerberos paper as an
attachment, but because he stayed up late studying for this quiz, he accidentally sends his
Kerberos ticket file as an attachment instead. What can Alyssa do given Ben'’s ticket file? Be
precise. .
1.3 Suppose you receive a letter from a finance company stating that your loan payments are in
arrears, and that action is required to correct this. However, as far as you know, you have
never applied for, or received, a loan from this company! What may have occurred that led
to this loan being created? What type of malware, and on which computer systems, might
have provided the necessary information to an attacker that enabled them to successfully
obtain this loan?
1.4 Consider an automated teller machine (ATM) in which users provide a personal

identification number (PIN) and a card for account access. Explain with examples of
. confidentiality, integrity, and availability requirements associated with the system.
1.5 Differentiate between a bot, spyware, and a rootkit?
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Question 2 [§ points|: Risk Management. il accounting fi R desk1oP
Consider a formal risk assessment of desktop systers 17 K and ginancie) i orito SYSP
support, you have identified the asset “integrity of custom®” ort of & worm/Vir this asset &
systems™ and the threat “corruption of these files due 0 0 y analysis process fn
Identify reasonable values for the items in the risk register/ié PREE
threat, and provide justifications for your choices. il
7 O3 AnalyZE ArTaus nformation security eehno ol
of sam
Question 3 [2.5 +2.5=05 points]: Firewall, IDS. ¢ Firewalls with the BelP
3.1 Analyze the working mechanism of different Bypes & ts 10
SCEnAario. F— 1o dﬂec( atw:l'ﬂf’
3.2 Intrusion Detection Systems is one of the defense m.cchanlsoa ches for IDS
circumyent security measures. Discuss different analysis APP!
Question 4 [10 +10 +5 =25 points]: gg=1187
t4.1 Perfo; = pnmtsl'. Cryp.tography- sthm for gIven values, P~ 5.9
g rm encryption and decryption using the RSA algors
i M (Message) = R-18, $-19, A-1 jsm both in
; r 0 4 : . : mwhamsm
| 42 Apply knowledge of hashing and digital signatures and explain the working

text and with the help of diagrams. structive and
43 Steganography is an information hiding mechanism that €4 be used for €
destructive purposes, support the given statement with concise description-

n security implementation and

-4 Describe the policies and procedures to informatio
1ance.

Ouestion 5 [2.5 +2.5= 05 points]: Information Security Standards and Security Management.

5.1 The UMAS are gearing up for a major IT project that will automate the processing gf medical
aid claims from GPs. You have been asked to upgrade information security and privacy best
practices. The available options COBIT, FISMA or Health Insurance Portability and
Accountability Act HIPAA? State which one you would select as best practice and why you have

made that decision,
5.2 Explain Digital Forensic p
a Business Setting?

rocéss along with different Types, When is Digital Forensics used in
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