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Question 1. Short Question Answers [1.596-9 Marks|

2l Suppose you observe that sour home PO 1s tespor
from the net. And then you further abs ;
network activity, even though vou ha
programs that access the net. What types of mal
how the malware might h ained secess to yaus

b} Suppose you have a new are c.;:circ'ﬂ abous the £
You read abour at s avalable fi

ble for il

abils

vou download and s
granted (o i You see that

address-hook”, Should you
Discuss threat might the app pose te your smartphone,

Wanlts permiss
sus that a

and proceed to install it? Show what ty

Assurrie that you are a major public

phone. However, they won't have ¢

were trying fo enter their country. [s it safe for you to use biometric unlock? Explain.
erence among a “phishing” a‘.tack,‘a il

Apply vour knowledge to describe the dif
atlack and a “tailgating™ attack, particularly in terms of who the target may be?

e} Apply your knowledge to explain different levels in a system that a rontkil may use.
Classify each of the following a5 a violation of confidentiality, of integsity. of availability,

ci

d

=

or of some combination thereof
a). John peeks at Alice’s password when she is lagging 1.

b). John logs into Alice’s account using Alice’s password withoul Alice knowing about it
¢}, There is a process running in Alice’s machine, which is updating a database from a temote
machine. John interrupts the pracess, resulis in inconsistent databases.

; d). John copies a file from Alice's account and then deletes the file from Alice™s diTectory.
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CUSIOMETs Were stalay =

ch of pesaonal dati- A
Rﬂ:d the case-study ahove, and answer the following:
- Which security hreach (es) has occurred?

- . What could possibly go wror ity iltackis),

1 with this type of

b ke
* What are the appropriste messur can be taken (o reduce the risks of such attacks
: CLO — 2 Question 3. [14141+1 Marks] a
Recall the concept of autl jon and complete the fallowing table: L
e T e
b ! I ] | 5] T e
i e | | amea{where it . } | whch astack |
: = is used) | S| e 1 5
| | | | |
———= = == [ | =
|
. | | |
| Authentication I I | 5
| By Location

| by Location N | | |
| Biometre e | |
L Authentication |

CLO=2 Question 4. [1+1+1 Marks]

(&) Assume that the user's password is not stored on the client maching, and the chient's key KC is

computed fTom the user’s

assword by a known function: Why 15 Kerberos more conventent, fo

human user, than a system in which the TGS is eliminated, and the client makes a Kerberos-stvle request
tothe KDC for each server connection?
{b) In Kerberos v4, it is possible for an attacker to request a ticket for €, or simply overhear a reguest and
response for C. Explain how this allows an attacker to do 2n offline dictionary atiack.

(¢} Explain the difference berween Kerberos and LDAT

— 2 Question 5. [1 Marks]
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