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Course: CSC232-Inf0n'nati0n Security,

Maximum Marks:50
Course ln'strnctor:_

Dated: 03-07-2025
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Dr. Tehsin Kanwal,

._. All .f"".‘";‘.’”’ are seg".e@[anatory and require no further explanations during exam time.
B Mﬂhsm that you have signed the attendance sheet before leaving the examination room.
iy Remmrhe question paper along with the answer sheet
-_ -%‘-‘Q: A:temgt all questions.

EX

: ‘m-‘ 2 S 4

mental concepts of information security along with classical

Question Answers [2+2+2 +2 + 2 = 10 Marks]
ifference between secret-key encryption and public-key encryption.
nére Cipher, Encrypt and dec

rypt following message using same Cipher:
‘attack at dawn"

unt of left shifts in the DES kgy schedule by studying Table C.3 (d),

P 5 6 7 .3
13 14 15 16
21 2 23 4
29 30 31 38|
37 38 39 W |
45 46 47 &
51 54 55 56
61 62 6 :j

‘ attacked if the IV is not different for each execution of the
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(®) What are different types of
Messages?

CLO=2 Analyze au

tion in a SP
m techniques to secure information 2
mw\"“‘m"“*ﬁml-\

Question 2, [7+3=y9 Marksj

ted
S encryp
on AE

Attacks that an adversary can be perf‘onned

/—ﬂ'

Q2.1 (7 Marks) ith
i C, and one wi

Cs can be useq to authenticate messages. Consider two protocols,—one with a MA

a digital Signature, [n the two pr,

otocols, the sending party performs the following operation:
L. Protoco] A

Y = ey, [x]|h(ks||x)]
where x is the message, h() is a hash f,

I, e is a private-key encryption algorithm,
apl oncatenation, ang k1, k2 are secret keys which are only known to the sender and
4l

nction such as SHA-

y = eulllsigy, (4(x))]

by-step description (e.g., with an itemized list) of what the Teceiver does upon receipt

draw a block diagram for the
er’s side.

| _g
]
21 Lo é s
tly need a collision-resistant hash function. Thejy code contajpg already ap ‘
urgen ETINAC using a block cipher with 256-bit block Size, Tl-;erefore, they
ion o ;i s .
[ fixed keys K1 =K2=0" as a hash function, Shouy that thjg construction js
Ly ; e
! >
nt, x‘kﬁ.;
sfng mathematical foundations of Numbe, theory ang
u
o, it is common practice (o choose ¢ as a smail nympe,
11, |
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(b) If
you Want three values
Instea s °d to make decryption faster, could you simply set d to one of these

(©)Ho |

i W else RS A decryption be can calculated more efficiently using the Chinese Remainder Theorem
Fermapg little theorem?

(d) Is there

any problem jf 5 user of RSA
e=4

» Provide justification of your answ

:ﬂ ifferent apPproaches to attack the RSA algorithm.
!. e - T

choose the encryption exponent e to be even, e.g.
er.

On Diffie-Helman that could be used as s a digital signature. The proposed digital

0 lerthanDSA and that does not require a secret random number in addition
T .

4 prime number P

i a<gq and a is primitive root of ¢ )

5

modgmodg - }\&S[:\ af W
< H(M))which is the hash code of the message. We

ppend the hash to the message and calcu-

: 'unti_l‘a-hash code is produced that is relatively

fy \ 1). The signa-
rify the signature, a user computes ¢ such that
= o tmodgq.

w that the verification process produce

i e-Hellman key exchange technique with a common prime

private key Xa? 3
ed key K with Bob?

are want to communicate in an authenticated and

TTP).

"W

Nporithms are deployed? -
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