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CLO-1: Demonstrate fosdamental concepts of algorithn sleng with sn slgorithimbe spprouch 1s » given
prohlem,

L TN L | L e —————— (& WL oo crasssesnanreanrees oo NIREKS = |4)
a) Traoe the sllowing algoethim R the input [.l',i,';' 9,11) -u] d:-m.,nlw wlml this algonithm computes

ALGORTTHM Sameciing (A 1. u])
Inpet: An 2y Afa] of & (= @ J)namberiin l:nnulln[nnlﬂ

Output: ___

. B [-‘““ ”'“1'-
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3 while (Ali] < m] do
4 f=i=1

(AL = ALY = (Aln] « Al1]0) then
&  return Ajl]
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CLO-2: Design nes algorithns for different computatlonal profdenis

Question ¥ 02: - CLO-2 senenenne e Marks = 5]
Consider the problem of countmg, in a given tex1, the number of substnings that stan with an A and end witha
B. For example, there are four such substnngs in (‘AHAA\HYJ\ Design an algonthm for this problem using

Brue-Faree approach.

CLOA Amalyze best. average, and worst=case behaviors of an aligerithm. .

Question # 03: CLO-4 Marks = [$°3«15|

2) Lat Covanodm) and Cipvamsdtt)  denotes the ume complexites of Bubble son and Insertion son
respectively. Determune how the sumber of compansons wsed in the besr case, average case, and waorst

case changes when the size of the hist 10 be soned doubles from n to 2n, where n is a positive integer.
Justfy your answer,

b) Suppose there are two algonthms A and B thut solve the sume computational problem P. The time
complexity function of Algonithm A is fun) = n° + 4n whereas ga{n) = 29 + 3 be the time complexity
function of Algonthm B in the warst case, for inputs of size n. For what input nizes 1s Algorithm A faster
than Algonthm B (in worst case).

(%] CamScanner


https://v3.camscanner.com/user/download

COMSATS University Islamabad, Lahore Campus v

Terminal Examination — Semester Fall 2019

[Course Titke: Duta -l:‘m;t—m_ﬁ_:._.ug i’.';_-;:i&-ﬂc?;mh Eun: {hil: "1-1‘_1“ _E:‘mll_tﬂ I\(_:,l.'_ f

L

L-_\_-m fr. lmean Rara, Dr. Tatkg Umer, Dr. M. L ~ IS Compuicr Scicace, BS Soltwars |

Lsanain Ch, M. M, Ah Khas, Mr. Shuja

Semesier 0" Hach Spnag 17, Fal 17Sectiom: Al sextions Date: |

1

_

a

b,

* _ Return the question paper along with snswer sheet
L Answer the following shor guestions: [30]
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Important Instructions / Guidelines:

All questions are compulsory |

If the TCP round-trip time, RTT, is currently 30 msec and the following acknowledgements come in afler
26, 32, and 24 msec, respectively, what is the new RTT estimate using the Van Jacobson algonthm? Use
& = 0.9. Now, if a retransmussion is inggered, what will be the new Retransmission Time-Out (RTO)%(S)
From an ISPs point of view, POP3 and IMAP difTer in an important way. POP3 users generally empty their
matlbones every day. IMAP users keep their mail on the server indefinilely. Imagine that you were called in
to advisc an ISP on which protocol it should support. What considerations would you bring up?  (5)
Consider a simple application-level protocol built on top of UDP that allows a client 1o retrieve a file from
a remote server residing at a well-known address. The client first sends 1 request with file name, and the
-nj-'cfl:nqmndinith:m:ﬂcud‘h;ndmmmﬂuumu[ﬁ:mqmﬁhﬁm
uhb:hqmwdﬁm.:ﬁmmdmmnmﬂﬂ-ﬁlmmhm
mmm&muammﬁsmmmmwmﬂqﬂ
processes crashing, (5)
In 3 TCP connection if receiver annousces a window size of 0, sender will siop sending and wast for an ACK
wilh not-zero size. [ thes ACK pets lost, 3 deadlock oocurs where sender wiits for AUR and receiver wais
for data. How TCP resclves this deadlock? 3
Sugpﬂ::n:;hjﬂhsaﬂﬂmlmhkhﬂummqﬁuﬂnydﬂihmyumnmmuﬂd
free-nids (5)
a. Bob claims that be can receive a completc copy of the file that is shared by the swarm. s Bob's clam
possible? Why or why not?
b. Bob further claims that he can further make his “free-nding™ more cfficient by using a collection of
multiple computers (with distinet IP addresses) in the computer lab in his depanment How can he do
that?

Most IP datagram reassembly algorithms have 3 timer to avoid having a lost fragment tie up reassembly
buflers forever. Suppose that a datagram is fraigmented into four fragments. The first three fragments armive,
but the last one is delayed. Eventually, the timer gocs off and the three fragments in the receiver's memory
are discarded. A little kater, the last frrgment stumbles in.

What should be done with it? (5) ™ b
10= "’r
Coasider distributing a file of F = /5 Gbitsto Npeers. Theserver  § ;4. Qs

has an upload rate of ¥, = 30 Mbps, and cach peer has a download e o
rate of &; =2 Mbps and an uplead ratc of & For N =10, 100, and o
1,000 and u = 300 Kbps, 700 Kbps, and 2 Mbps, prepare a chan, 134 -

similar o the one given below, giving the minimum distribution i :

time for cach of the combinations of ¥ and u for bath chent- )

server distribution and P2P distribution. (10} - },..-*—

Host A and B are communicating over 2 TCP connection, and
Host B has already reccived from A all bytes up through byte

o
o
&
>
o
5
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126, Suppose Host A them seiuds two sepmicuts s Flant 1 hack-to-back. The (irst amd sevond sepments costas —
70 and 50 bytes of data, respectively. In the firt segment, the sequence sumber is 127, the smsrce pedt number .

ts 302, and the Jeatinabion port number w 80. Host B sends an acknow ledgement whencver it recemves a segment it iy
from Host A [1a]

2. Iathe second scpment sent from |lost A to B, what are the sequence number, source port sumber, =nd o
destination port number? in

b. If the fint segment armves before the second segment, in the acknow ledgement of the finl armvieg %

sepmenl, what & the acknowladgment number, the source port mumber, and the destination port number*

(R}
€. I the second segment amrives before the first sepment, i the acknowledigement of the fint amving I

segment, what 1s the acknow kadgment pumber? (<)
‘rm&mmmm.m!‘ﬂﬁ! SNEY
following questions: iy T ) e =g e
a Explain the convergence of TCPs Fast Resasmit and. 1 e ey
Fast Recovery (FRR) algorithm. What could be the - | % ity
cause of duplicate ACK and Why docs 2 perliom "l — E,F‘"" — 1 DO
congestion avoidance rather than slow sant 23 3 part of ) reeseien / Smmace : st af
Fast Recovery? (5 ™ P
b How this modificstion 10 the congostion avoidance o st s
algonthm improves TCP's performance? 5 -
S. Explain CSMA/CD and CSMA/CA in detail with the help =y s
of an example. Why CSMA/CD cannot be used in wireless R LR
eavironment? Also dscwss how collsion s avesded n 2 -
wircless coviroomeni? (1o}
érﬂmsidﬂlh:;ivmnﬂ-u:kmthEthmﬂuhHMH.}i_llmﬁmuﬁ
actwork addross of the bome network is 192168, 11,024, (1]
a.  Assign addrosses to all imerfaces in the bome network. (1) —— i
b. Suppose each hest has twe sageing TCP connections, all to port 50 \yass, s
at host 128.119.40.86. Provide the six corresponding cntries in the l:
NAT translation wable, n -
7. ,Consider the network shown below: l1o] — i
a Show the operation of Bellman Ford's (Distance Vecior) algonthm
for computing the least cost path from V to all destinations. Only
compute the table of 1. (5
b ldentify the path with “count to infinity™ problem and discuss its
impact oo the convergence of the algorithm in case of change m the
hink cost.  (2)
c. Deline Spanning Tree formally? Build a Msmmum Spasning Tree (MST)

Develop a subactting scheme for the network requirements given below.  [10]

d

e
£
g

using Reverse Path Forwarding (RPF) at mode V 10 all nodes in the given
network. (3)

Would you prefer using VLSM or FLSM for the given scenanio? (2)
Ideniify the lotal number of reguired subnets? (s
What is the subnet mask of each subnet? 3)
List down the subnet ids and host address range of all the subncts. (3)
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COMSATS University Islamabad
Poark Road, Tarlai Kalan, Islomabad 45550, Pakistan.
Department of Compuler Science
Final Examination FALL-2021
Class/Section: BSCS, BSSE - 5* Semester Dated: Jan, 2022
Subject: Computer Communications & Networks Marks: 50
Instructor: Dr. Farhana Jabeen. Dr. Ashfaq Faroogi. Time: Three hour (3 Hour)

Dr. Muhammad Wagar, Dr. Fakhar, Zulfigar Ali
1. The question paper consists of 9 questions. Attempt all questions.

CLO-01{15 Marks)

a) [15 point] Brielly describe why the actual bandwidth on your cable acces network
conneclion on, c.g., a Saturday evening. could be significantly lower than what has been
advertise by the provider (Comcast, Charter, ctc.)? Would you sce the same with a DSL-
based provider?

Ans: The actual bandwidth on a cable access network connection could be sismficantly bower
than what have been advertised by the provider becsuse the cable access network is shared
among multiple users. Bandwadth attached 1o each wser wall reduce to provader bandwadih 1o
all users. We will not see the same with DSL-based provider because DSL comnection is
dedicated connection to the DSL office from the users.

b) [L5 point] What is the purpose of the HTTP <COOKIE:™ Geld? Are the values in the HTTP
message's cookie field stored at the client or server or both? Explain briefly.

Ans: The purpose of the HTTP Cookic field is 10 send data of the stored cookie along with
HTTP request. Cookic is used to store the state of a user. So, cookie field is set up in HTTO
request message 10 Server 10 manlain user stale across sessions. The value i the HTTP
messages cookie field s stored in the clienl.

¢} [L.5 point] Suppose that we wanl (o change the IP address of gpincsumassedo from
125.119.30.186 1o 128.119.40.187 and change this mapping in the DNS authoritative name
server for gaia.cs.umass_edu. Once this mapping is changed in the authoritative name server,
will all future references (generated anywhere in the Internet) to gain.cs.umass edu then be
senl o 128.119.40.1877 Explain briefly (in two or three senlences).

Ans: If we change the Ip address of gain.cx.umass.edu from 128.119.40.86 1o 128.11.40.187
this mapping will not be known anywhere in the world at beginning. The reason for the local
DNS server. Each dns mapping is stored for TTL which will expire. This this mappmg wall be
known to all over the internet once cached entries are expired. Thus, all the fumre reference
will be sent 1o 125.119.40.187

d) [03 point] Consider the scenario shown in Figure 2 in which a server is connected to a router
by a 100Mbps link with a 50ms propagation delay. Initially this router is also connected to
two routers, cach over a 30Mbps link with a 200ms propagation delay. A 1Gbps link connects
a bost and a cache (if present) to each of these routers and we assume that this link has 0
propagation delay. All packets in the network are 20,000 bits long.
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L (02 Peints) What is the end—to—end delny from when a packel is transmitted
by the server to when it is received by the client? In this case, we assume there
are mo caches, there's no queuning delay at the routers, and the packet
processing delnys at routers and nodes are all 0,

|

100 Mbps
S0 rma
S0 Mbps 50 Mbps
200 ms 200 ms
1 Gbps 1 Gbops
0ms Oms

Chert Cache Cache
Fieure 2
Ans: The
d:m- =0, d‘ =
- L < | 20000 1
e R, "~ 100x10* 0
L 20000
_—— = _—-Gid
d#—l.! R: ﬂ]xluﬁ s
I 20000
=-_-—‘-= =D.0-—"1 (L
dnﬂui Rj 1”10‘
O iats = g F "‘dpm ""-f, = 50.2mx

sz = O gz ¥y v d = 200.4ms
down=d__,+d . +d__+d =002ms

Thus total delay is sum of all nodal delays

Touwal delay= =d_,, +d, o> +d 0y =250.62ms
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Hence the 1otal end 1o end delay is 250.62ms

1. (01 Peints) Here we assume that client hosts send requests [or files directly to
the server (caches are not used or off in this case). What is the maximum rale
at which the server can deliver data to a single client if we assume no other

clients are making requests?

Ans: If the host sends request [or files to the server and server starts to defiver the data
0 the single client. Then the maximum rate ot which server can deliver data 1o a single
client will be S0Mbps. This is because the least rate of all three paths and it is causing
bottle neck

e} [LS points]) Consider a server-side socket that is nsed to communicate from server to client.
In the case of a TCP socket, can data being read from the server-side socket have been sent
by more than ane client? Explain briefly. In the case of a UDP socket, can data being read
from the server-side socket have been sent by more than one client? Explain briefly.

Amns: In case of 2 server-sade TCP socket for ench chent there will be a separste socket. Ths s
because a icp socket is identified by source Ip destination Ip. source pon# and destination
poni¥. Hence a specific TCP socket we will only receive data from single client. In this case
UDP socket, a socket is identified by destinution pont# oaly. Because there are more than one
client sending data 1o server with same destination pornt®. All the packet or data wall be read
from a same server-side socket.

0 [15 points] Docs the Internet checksum always detect errors in the transmitted segment?

Ans: No, internet checksum cannot always detect ermors for whach the checksum remains same.
Thus, error cannot be detected.

g) |15 points] Consider twe TCIP sessions that must share a link"s bandwidth. One of the TCP
connections has been running for quite some time and has built up a large TCP sending
window. The second connection then starls up with an initially small window. Long lerm,
what will be the relative throughput achieved hy these two TCP sessions? Fxplain.

Ans: As there exists a icp conneclion that has built a large TCP sending window and a new
TCP connection with isitially small window. Hence in order 10 achieve better performance
both the TCP coanections can be given equal bandwidth regandless of their staniing time. In
this case both will use half bandwidth of the connection which resulting an equal throughpat
for both coanections.

h) [LS peints] Suppose nodes A, B, and C each artach 1o the same broadcast LAN (through

their adapters). If A sends thousands of [P datagrams to B with each encapsulating frame
addressed to the MAC address of B, will C's adapter process these frames? If sa, will C's
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adapter puss the IP datagrams in these fenmes to the network layer in C? How would your
answer change if A sends frames with the MAC broadceast address?

Ans: If A is sending thousands of [P datagrams to B with each encapsulated in frame addressed
1o the MAC address of B, then C will adapt never be able (o process these frumes because 2
switch learns about which device is connected to which interface and then sends dats direct]

to that device. Hence C adapter will not process these frames, 11 A sends duta in broadeas
frame, then all noes will receive frame and can process the frame.

[1.5 points] Briefly describe how NAT works.

Ans: NAT stands for network address translation. The basic purpose of NAT is to use o single
public uddress and have us muny as required private address. NAT replaces the source IP with
NAT IP and source port with new port # for any outgoing packet and it remember packet
reaches the rouler it source ip and porth with mapping,

CLO-02 (15 Marks)

(3 Marks) Given a subnel 223.1.17.0/24, you are required to creale three subnels from this
such that Subnet 1 has at least 60 hosts, Subnet 2 has at least 40 hosts, and Subnet 3 has a1
least 12 hosts. You are required to provide the network addresses (of the form ab.c.d/x) of
these three subnets.
Ans: Three net- work addresses (of the form a.b.c.dsx) that sausly given constraints as follows:
= 223.1.17.025
= 223.1.17.12826
= 223.1.17.19226
(3 pts) Consider the network shown below. Show the operation of Dijkstra’s algorithm for
computing the least cost path from A to all destinations. Also draw the minimum spanning
tree from A to all destinations.,
Ans:
fi
2
St N' D(B). D(C) | DBiD). D(E). D(F),
> p(B) .Ip[l.’ piD) ptE) ptk)
0 A 3A IA | SA = m
1 “AC A X | 3C = =
2 ACD IA L = : P
3 ACDB  _ E C - L.
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Cansider the network shown in Figure 2. Suppose AS) and AS2 are running OSPF for their
intra-AS routing protocol. Suppose AS1 and AS4 are running RIP for their intra-AS routing
prolecol. Suppose ¢BGEP and iBGP are used for the inler-AS routing protocel. Initially
suppose there is no physical link between AS2 and AS4. (4 Marks)

a. Router 3¢ learms about prefix x from which routing protocel: OSPF, RIP, eBGP, or
iBGP?
eBAGP- Router 3¢ leams ahout x from =BGP

b. Router 3a learns about x from which resting protocol?
iBGP: Router 3a leams about x from i{BGP

<. Router Ic learns about x from which routing protocol?
¢BGP: Router Ic learns about x from ¢BGP

d. Router 1d learns about x from which routing protocol?
iBGP: Router 1d leamns about x from iBGP

A digital signal has eight levels. How many bits are needed per level? (1 Marks)
Number of bits per level = log2(8) =3

Assume we need to download text documents at the rate of 100 pages per second. What is the
required bit rate of the channd? (1 Mark)
A page is an average of 24 lines with 80 characiers in cach line,

| page =24xB0x8= 15360 bits for cach page.
Bit rate = 100x15360= 1.536Mbps

The power of a signal is 10 mW and the power of the noise is | pW; what are the values of
SNR and SNRAB? (1 Mark)

The values of SNR and SNRas can be calculated as follows:

SNR = I0mW / | pyW

SNR=10= 10*-3/710*-6= 10,000

SNRAB = 10 log 10 ( 10,000y — 40 4B
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vii. What are the dilferences between mesage conflidentiality and message istegrity? Cun vou

have confidentiality without integrity™ Can you have integrity without confdentinlity?
Justily your answer. (2 Marks)
Ans: Confidentiality is the property that the onginal plaintext message cannot be determined by
an attacker who intercepts the cipheriexi-encaryption of the original plainiext message. Message
mtegnity is the property that the receiver can detect whether the message sent (whether encrypted
or not) was altered in transit. The two are thus different concepts, and one can have one without
the other. An encrypied message that is altered in ransmit may still be confidential (the attacker
can not determine the original plaintext) but will not have message integrity if the emor is
undetected. Similarly, o message that s alerod in transit (and detected) could have been sent in
plainiexi and ihus would not be confidenital.

CLO-03 (15 Marks)

i Suppose vou purchase a wireless router and connect it {0 your cable modem. Also
suppose Lhat vour ISP dynamically assigns your connecled device (thal is, your
wireless router) one TP address. Also suppose that you have live PCs al home that use
E02.11 to wirclessly connect to your wircless rouler.

(a) How are IP addresses assigned to the five PCs?
(b) Does the wireless router use NAT? Why or why not? (3 Marks)
Answer: Typically, the wireless router includes a Dynamic Host Configuranon Protocol
{DHCP) server. DHCP 15 used to asagn [P addresses to the 5 PCs and 10 the mouter
interface. Yes, the wireless router also uses NAT as it oblains only one [P address from the
ISP.

(c) IP addresses are assigned from the range of private addresses.

{d) Wireless router uses NAT for n.

it What is the bit rate for high-definition TV (HDTV)? (2 Marks)
Answer: The HDTV screen is normally a ratio of 16: 9 (in contrast to 4: 3 for regular TV)
There are 1920 by 1080 pixels per screen., and. Screen is renewed 30 tumes per second. 24-
bits represent one color pixel.
Therefore,
Bit Rate = 1920 x 1080 = 30 = 24 = 1 492992000 = 1.5 Gbps.

i The loss in a cable is usually defined in decibels per kilometer (dB/km). IT the signal
at the beginning of a cable with 0.3 dB/km has a power of 2 mW, what is the power
of the signal at 5 km? (1 Mark)

The loss in the cable in decibels is 5 x (0.3) = -1.5 dB.
We can calculate the power as

dB =10 logl0 (p2pl)=-15

(p2pl)=10-15=0.71

P2=071%pl =0.71*2 = | 4mw

iv. Weneed to send 265 kbps over a noiseless channel with a bandwidth of 20 kHz. How
many signal levels do we need? (1 Marks)
We can use the Nyquist formula as shown:
Bit Rate = 2 x bandwidth x lo=2 L
265,000 =2 * 20,000 * log2 L
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log? L =6.625
L =2"6.625 =947 levels

Since this result is not a power of 2, we need to either increase the number ol levels or
reduce the bit rate. Il we have 128 levels, the bit mte is 2800 kbps. Il we have &4 levels, the
bit rate is 240 kbps. So that it 1s 128 level

We have a channel with a 1-MHz handwidih. The SNR [or Lhis channel is 63. What
are the appropriate bit rate and signal level? (1 Mark)
First, we use the Shannon formula to find the upper limit.
C =B log2 (1 + SNR)
=106 log2 (1 + 63)
=1076 log? 64
=6 Mbps

Then we use the Nyquist formula 1o find the number of signal levels.
Bit Rate = 2 x bandwidih x log2 L

4Mbps=2* | MHz * log2 L

L=}

What are the propagation time and the transmission time for a 5-MB (megabyty
messape (an image) if the bandwidth of the network is 1 Mbps? Assnme that th
distance between the sender and the receiver is 12,000 km and that light travels at 2.4
A~ 108 m/s. (1 Mark)

12,000 x 1000
24%10°
5,000,000 X8 _
10°
Note that in this case, because the message is very long and the bandwidth is not very high,

the dominant factor is the transmission time, nol the propagation tme. The propagation
time can be ignored.

=50 ms

Propagation time =

Transmission time = 40 s

From a service perspective, what is an important difference between a symmetric-key
sysiem and a public-key system? (1 Mark)

Answer: One important dilference between symmetnc and public key systems 15 that in
symmetric key sysiems both the sender and receiver must know the same (secret) key. In
public key systems, the encryption and decryption keys are distinct. The encryplion key is
known by the entire world (including the sender), but the decryption key is known only by
the receiver.

Whal does it mean for a sipned document (o be verifinble and nenforpeable? (1 Mnrk)
Answer: Suppose Bob sends an encrypted document to Ahice. To be verifiable, Alice must
be able to convince herself that Bob sent the encrypted document. To be non-forgeabile,
Alice must be able to convince herself that only Bob could have sent the encrypted
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document (¢.g.. non-onc clse ¢could have guessed a key and encrypled/sent the document)
To be nonrcportable, Alice must be able to convince someone clse that only Bob could
have sent the document. To illustrate the latter distinction, suppose Bob and Alice share a
secret key, and they are the only ones in the world who know the key. If Alice receives o
document that was encrypted with the key and knows that she did not encrypt the document
herself, then the document is known to be venfiable and non-forgeable (assuming a suitably
strong encryption system was used). However, Alice can nol convince somenone else that
Bob must have sent the document, since in fact Alice knew the key herselfl and could huve

encrypred/sent the document.

i Suppose that Bob receives a PGP message from Alice. How does Bob know for surc
that Alice created the messuge (rather than, say, Trudy)? Does PGP use a MAC for

message integrity? (3 Marks)
Answer:

= Bob receives a PGP message from Alice™
PGP stands for pretty good privacy. It is a signed message with encrypied e-mail scheme.

* Assume Alice encrypts the message is ( A(m)) with her private key ( 7] ) and sends
(m. 77 (4(m)) ) and decrypts public-key (as Py (7 (A(m)))

¢ Computer message digest ( A(m)).

o B(P(A(m))=A(m) 7

¢ [fboth the outcomes are same then Bob knows that the message Alice’s message.

PGP does not PGP use a MAC for message integrity. The reason is that uses only digital
signatures.

x What does il mean to say that a nonce is a once-in-a-lifetime value? In whose lifetime?
{1 Mark)
Answer: Once in 2 lifetimes means thut the entity sending the nonce will never again use

that valve 10 chack whether another entity is “live”.

CLO-0< (10 Marks)

Wireless channel has many impairments. Differentiate between multipath propagation
and path loss. (2 Marks)

Answer: Path loss is duc 10 the attenuation of the electromagnetic signal when it travels

through matier. Multipath propagation results in blurring of the received signal at the receiver
and occurs when portions of the electromagnetic wave reflect off objects and ground, taking
paths of different lengths between a sender and receiver. Interference from other sources

occurs when the other source is also transmitting in the same frequency range as the wireless
network.
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b. Let's assume that RTS and CTS frames were of the size of the standard DATA snd ACK
frames. Would it be having any sdvantage? Why //why not? (2 Marks)
Amswer:
No, there wouldn't be any advantage. Suppose there are two stations that want (0 transmit af the
sometime and they both use RTS./CTS. If the RTS frame is as long as 2 DATA frames, the channel
would be wasted for as loag as it would have been wasted fortwo colliding DATA frames. Thus,
the RTS/CTS exchanage is only uscful when the RTS/CTS frames are significantly smaller than the
DATA frames.

c. What is the dilference between dired and indirect routing from a mobile host? What is
trinngular routing problem? (2 Marks)

d. What is role of beacon frame in $02.11?7 how active scanning differs from passive

scanming? (1 Mark)

Answer Access Pounts ( APs) transmit beacon frames An AP s beacon frames will be transmitted
over cne of the 11 channels. The beacon frames perm it nearby wireless stations to discover and
Dunng an active scan_ the client radio transmits a probe request and histens for 2 probe response
from an AP. With a passive scan, the client mdio listens on each chammel for beacons sent
peniodically by an AP. A passive scan generally takes more time, since the client must listen and
wait for a beacon versus activelv probing 1o find an AP. Another limitation with a passive scan is
that if the cliemt docs not wait long enough on a channel, then the client may miss an AP beacon.

e. In wired network, CSMAJ/CD is used to coordinate access among multiple nodes, what
protocel is used in wireless network. How is that protecol different from CSMA/CD.
(2 Marks)
Answer: CSMA/CA
CSMAUCA stands for Camer Sense Multiple Access/ Collision Avoidance. B is a netwark protocol
for transmission. It operates in the Medium Access Control Layer. This protocaol is effective before
the collisson.
CSMACD
CSMA/CD stamds for Camier Sense Multiple Access/ Collision Detection. k is also a network
protocol for mnsmission and operates in the Medium Access Control Layer. In this protocol, each
station seases the collision by broadeast sensing. In case of collision, the transmission is stopped,
and they send a jam signal and then wail for a random time context before retransmission.
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The following are some of the important differences between CSMA/CA and CSMA/CD,

Sr. No. Key CSMA/CA CSMA/CD
q Effectiveness CSMA/CA is effective balore a collision. CSMAJCD is eflective after a
collision.
5 Network  CSMA/CA Is generally used in wireless CSMAJCD is generally used In
Type networks. wired networks.
3 Recovery CSMAJ/CA minimizes the risk of collision.  CSMAJCD reduces recovery
Time lime.
Conflict  CSMA/CA initially transmits the intent lo  CSMA/CD resends the data
4 Management send lhe data, once an acknowledgment is frame in case a conllict occurs
received, the sender sends the dala. during transmission.
5 IEEE CSMAJCA Is par of the IEEE 802.11 CSMAJCD is part of the |EEE
Standards standard. 802.3 standard.
Efficiency CSMAJCA s similar in elficiency as CSMA. CSMAJCD is more efficienl
6
than CSMA.

f. Explain Hidden node/terminal problem and its solution. (1 Mark)
Answer: A wireless network with lack of centralized control entity, sharing of wireless bandwidth
among network access nodes e, medium access control (MAC) nodes must be orgamzed in
decentrahzed manner.
The hidden terminal problem occurs when o terminal is visible from a wireless access point (APs),
but not from other nodes communicating with AP, This situation leads the difficulties in medium
access control sub-laver over wireless networking.
In a formal way hidden terminals are nodes in o wireless network that are out of runge of other
node or a collection of nodes,
Consider the scenario of wircless networking with three wireless devices (e.g., mobile phones) as
shown below.

The ransmission range of access point A reaches at B, but not at access point C, similarly
transmission range of access point C reaches B, but not at A. These nodes are known as hidden
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terminals. The problem occurs when nodes A and C stan to send data packets simultancously 1o
the access point B. Because the access pounts A and ¢ are out of range of each other and resultant
they cannot detect a collision while ransmitting. Camer sense multiple access with collision
detection (CSMA/CD) does not work, and collisions occur. which then cormrupt the data received
by the access point B due to the hidden terminal problem.

The hidden lerminal analogy is determined as follows:

¢ Terminal C wants 1o send data 10 B, terminal C senses a “free”™ medium (CS fails) and stans
o
= (Colhson al B occurs, A cannot detect this collisson (CD fmils) and conlinoes with its
iransmission at B
* Tommal A = “hdden™ from C and vice versa

Salution: Some other technology that can be employed o solve hadden node problem
are: Increase Transmaming Power from the Nodes. With the enhancement of the
transmission power of access point can solve the hidden terminal problem by allowing the
cell around each mode to increase in size, encompassing all of the the nodes.

Use Omn: directional antennas: Since nodes using directional antennas are nearly
mvisible 10 nodes that are nol positoned in the direcuion the antenna is aimed a1,
directional antennas should be used only for very small networks.

Use protocol enhancement software: Pooling and token passang strategy should be
used before stan data transformation.

Past Paper: CLO-02 (15 Marks)

Q2 (15 pts]

#. (4.5 points) Consider the three-node topology: the link costs are cofx.y)=6, c{y.z)=2, and
clz.x =50, We focus here only on ¥v's and z°s distance table entries to destination x. Please
explzin the details of how the DV alporithm could reach a gquicscent (or stable) state when
the following cases happen.

L (L5 points) WlﬂﬂIJJYﬁm from 6 to 1.

y

y
6 0

[

When c (x. ¥) decreases 10 | y and x wall see that local fmk coxt changed . Hence y wall send
advertisement to its neighbor as well as x will also send advertisement for. The Z will leam

10
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that us distance through y 10 x 1s only 2, Thux, distance 1able

il. (135 paints) When c (x, ¥) increases from 6 1o 5.

Y=
x ¥ z
5 0 2
&=
X
7 2 o

Suppose a receiver using the CRC generator polynomial x 4 + x 2 + 1 (10101) receives the
sequence of bits 010010101101, Were they received correctly? If so, what was the transmitted
message? If not, can you tell bow many bit errors ecourred? Show your work.

Wollpo

Lu%
1 Lave

A oo
(- -0

_i_ BY-Y-5 1)
AT
117110
A 11 |

1041 .
iolay

i wolol
8 1aTa]

E : 00000

As the result or remainder is 0000, Henoe there are not bit crmors in the message. The
transmitied message will be 01001010000 and with CRC bits it will be 01001010

R [03 pts]
o a) (LS pts) In Figure 5. A is sending an ARF request to determine the MAC address it
should use for a frame destined to B. What MAC address will be returned to A in thr
ARP reply. Brielly explain your answer.
Ans: A us sending an ARP query to get the MAC address of B. This guery &
dwected to B via us [P address in the ARP frame. Once the ARP frame reaches B.
B sends its MAC address in reply. Thus MAC azddress in reply will be
BB:89:34:E7:01:3B
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b) (1.5 pts) How many interfaces of all the ones shown in Figure 5 receive the original
ARP request sent by A and what is the destination MAC address on the frame

containing the ARP request?

AANOFISCO1 04
(1)

Ans: 2{:FF3A-BCO1 4E

Q5. [04 pts]

In the topology shown below, machine A Is o desktop client, D is n local DHCP server, RIs A's
gatewny router, S ks a Web server, and C is a Web cache. NL is C's local nmmeserver, while NA
is the nameserver auihoritative for S. Client A is confligured to use Web cache C for all requests
{assume that the Web coche ressives the name for any Web server and that the client is
configured with the IP addres of the cache). All wirevlinks are Ethernet segmenis. Assume the
following:

* All the machines were just booted and their associnted caches (ARP, DNS, Weh,

persisien] connections) are all empty

+  http://Shindexhtml fits in a single packet
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¢ Persistent HTTP connections are used among A, C, and § (i.c. you should assume
that once nny connection between these hosts is estublished it is never closed)
* Web caches respond to TCP requests that look like packet two in table 1 below
(e.g.. GET http://loo/bar/). They reply with the normal web cache contents.
i. (01 point)To connect machine A, it needs to get its own 11" address, addr of first-hap router,
addr of DNS server. Which protocol should be used among DNS, DHCP, ARP.
Ans: To get its own [P address, address of first hop router and addreess of DNS server it will use
DHCP pratocol.

ii. (2 points) In which scenarlos, TCP applies slow start, Tahoe, Reno and AIMD principles?
Explain each with a proper example?
Ans: TCP applies slow start when the device CWND size is less than ssthreash. Ay in the above
scemsmo devices have just connecled and there is na trufTic on hinks. Hence slow sturt wall be
used to allow devices 1o send ut Faster rate.
AMID is used once cwnd increase from ssthreash, This is used to prevenl congestion. 11 slowly
increases the ewnd size so that network do not directly go into congestion state, TCP will use
AIMD to prevent congestion.

iii. (1 points) Why CSMA/CA is preferred over CSMA/CD for wireless channel?
Ans: CSMAJCA 15 preferred over CSMA/CD for wireless channel because it is very difficult 1o
deteet collision in wireless nevwork. Hence 1o remove this complexity and CTS packets 1o ensure
that collision can avoided

Q6. |6 pts]
a. (L5 pts) What is the minimum-width channel that could possibly transmit 80 Kbps in the
presence of a signal-te-nolse ratio of 157
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C 80x1000

B oE.(+5NR)  log,(1+15)

B = 20khz
b. (1.5 pts) We need to send 265 kbps over a noiseless channel with a bandwidth of 30 kiz.
How many signal levels do we need?

C=2Blog, L

C _ 256x1000

2B 2x30x1000

L =19 signal levels

. (1.5 pts) The period of 2 signal is 100 ms. What is its frequency in kilohertz?

flo_ 1 _ooikn:

T 100ms

Log, L=

CLO-04

Q7.
a. (2 pls) What is the hidden node problem in wireless networks? Explain how CSMA/CA

is renlized in the case of the IEEE S02.11 protocol.
Ans: Hidden node problem is that in wircless network two nodes might be located m a way
that they could not receive signal of each other. Hence both nodes will never know cach other

b. (2 pts) Explain why 502.11 uses Carrier Sensc Multiple Access/Collision Avoidance
{CSMA/CA) rather than CSMASCD. Be specilic.
Ans: CSMACA is used in 802.11 rather then CSMA/CD because in wireless network is very
difTicult 1o detect collisxion, Due 10 this reason CSMA/CA could not be used

a. (2 pts) Use the Cacsar cipher to encrypt the message "JAVATPOINT," and the key (shift)
vithue of this mesage is 3?7
Ans:  MDYDWSRLQW

b. (2 pts) Alice has senl messages to Bob, These messages are in fact relaled to ordering an
expensive book. Bob wants to be able 1o prove In court il necessary that Alice actually
sent these messages (o Dob containing the arder for textbooks. What does Alice need to
do/add to the messages, in order for Bob to be able to prove that Alice is (he one who sent
it originally?

Ans: In order 1o achieve this functionality asymmetric Keys can be used. Hence when Alice is
sending message. she should encrypt the message with her private key. Once bob receives the
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message bob can use the Alice public key to read the data and (o ensure that data was sent by
Alice.

a.

[3 pts]
(1 pts). What are the possible multiple access schemes for cellular networks?

Ans:  CSMASCA, TDM, FDM, OFDM

b. (2 pts). Explain the following terms related to cellular networks brielly:

ii.

Handoll
HundolT usually occurs when a mobile moves from one cell to another. Hence the base

station has to handover the mobile device to another BS.,

Frequency Reuse

Frequency Reuse 1s used to use same set of frequencies against cells use same
requency becuuse 1t can be harmiul and can cause interference. But two cells which
are away from each other can reuse the same Irequency.
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bz COMSATS University Islamabad

: (' 7 Terminal Examination FALL-2022
w Instructor: Dr. Mariam Akbar, Dr. lnam Ullah Khan, Mr. Saleem Raza

Dated: &® June, 2022 Time Allowed: 3 Hours
Note: Solve oll questions
Question 1:

.

Consider sending a 2400-byte datagram into a link that has an MTU of 700 bytes.
Suppose the original datagram is stamped with the identification number 422. How
many fragments are generated? What are the values in the various fields in the IP
datagram(s) generzted related to fragmentation? {3 Marks)

Length id Moare Fragment Flag Offset

L.  Dorouters have IP addresses? If so, how many IP addresses and does each IP address have
to belong to the same or a different subnet? {2 Marks)

CLO-02 (15 Marks)

Question 2:

L Given 2 subnet 223.1.17.0/24, you are required to create three subnets from this such that
Subnet 1 has at least 60 hosts, Subnet 2 has at least 40 hosts, and Subnet 3 has at least 12
hosts. You are required to provide the network addresses (of the form a_b.c.d/x) of these three
subnets. (3 Marks)

ii. Consider the network shown below in Figure 1. Show the operation of Dijistra’s algorithm for
computing the l=ast cast path from A to all destinations. Also draw the minimum spanning
tree from A to all destinations. {2 Marks)

I
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Figure 1

lil. Consider the network shown in Figure 2. Suppose AS3 and AS2 are running OSPF for their
intra-AS routing protocol. Suppose AS1 and AS4 are running RIP for their intra-AS routing
protocol. Suppose eBGP and IBGP are used for the inter-AS routing protecal. Initially suppose
there is no physical link between AS2 and AS4, (2 Marks)

a. Router3c learns about prefix x from which routing protocol: OSPF, RIP, eBGP, or IBGP?
b. Router 3a learns about x from which routing protocal?
c. Router 1c learns about x from which routing protocol?
d. Router 1d learns about x from which routing protocol?

Figure 2
iv.  Adigital signal has eight levels. How many bits are needed per level? {2 Marks)
v.  Assume we need to download text documents at the rate of 100 pages (20 lines/page and 60
charactersfline) per second. What is the required bit rate of the channel?

{2 Marks)
vi.  The power of a signal is 20 mW and the power of the noise is 2 pW; what are the values of
SNR and SNRdB? (2 Marks)

vil.  What are the differences between message confidentiality and message integrity? Can you
have confidentiality without integrity? Can you have integrity without confidentiality? Justify
your answer, (2 Marks})

CLO-03 (16 Marks)

Question 3:

l The loss in a cable is usually defined in decibels per kilometer (dB/km). If the signal at
the beginning of a cable with —0.3 dB/km has a power of 5 mW, what is the power of the
signal at 5 km? {2 Marks)

il We need to send 265 kbps over a noiseless channel with a bandwidth of 20 kHz. How
many signal levels do we need? (2 Marks)

il We have a channel with a 1-MHz bandwidth. The SNR for this channe| is 63. What are
the appropriate bit rate and signal level? (2 Marks)

Iv. What are the propagation time and the transmission time for a 5-MB {megabyte)
message (an image) if the bandwidth of the network is 1 Mbps? Assume that the
distance between the sender and the receiver is 12,000 km and that light travels at

24 x 10°m/s. (2 Marks)
v From a service perspective, what Is an Important difference between a symmetric-key
system and a public-key system? {2 Marks)


https://v3.camscanner.com/user/download

vi. What does it mean for a signed document to be verifiable and nonforgeabls? (2 Marks)

Vil Suppose that Bob receives a PGP message from Alice. How does Bob know for sure that
Alice created the message (rather than, say, Trudy)? Does PGP use a MAC for message
integrity? (2 Marks)

wiiii. What does it mean Lo say that a nonce is a once-in-a-lifetime value? In whose lifetime?
(2 Marks)

CLO-04 (14 Marks)
Question 4:

il

.

Suppose you purchase a wireless router and connect it to your cable modem. Also suppose
that your ISP dynamically assigns your connected device (that is, your wireless router] ane |P
address. Also suppose that you have five PCs at home that use 802.11 to wirelessly connect
to your wireless router. How are IP addresses assigned to the five PCs? Does the wireless
router use NAT? Why or why not? {4 Marks)
Wireless channel has many impairments. Differentiate between multipath propagation
and path loss {2 Marks)
Let’s assume that RTS and CTS frames were of the size of the standard DATA and ACK
frames. Would it be having any advantage? Why //why not? {2 Marks)

. What is role of beacon frame in 802.117? how active scanning differs from passive

.

wi.

scanning? (2 Mark])
In wired network, CSMA/CD is used to coordinate access among muitiple nodes, what
protocol is used in wireless network. How is that protocol different from CGGMA/CD.

(2 Marks)
Explain Hidden node/terminal problem and its solution. (2 Mark)
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1. Answer lollowing short queitions:

1301
3. In the simplest version of the Chord algorithm for peer-to-peer lookup, scrches do not ute the finger

b.

table. Instead, they are linear arcund the circle, in cither divection. Can a node accurately predict which
direction it should search? Discuss your answer. (5
Explain Point Coordination Function (PCF) and Distributed Coordination Function (DCF) in detail.

Also, discuss that both of these coordination functions can work together or not, if yes, explain your
answer with the help of a suitable example. (3

- Consider a scenario in which HTTP clients need to retricve 2 web page at a known URL, Initially the

IP address of the HTTP server is not known. The web page at the specified URL is having one JFEG
image which s saved on the same HTTI server as the original documest. What types of application
layer and transpont layer protocols besides HTTP arcrequired? (5)
Supposc 3 server is utilizing TCP SYN cookics, thea why it is essential for the server 10 use a spechal
initial sequence number? (5
Consider a simple application-level protocol buikt oa top of UDP that allows 1 client to retrieve a file
from a remote server residing at a well-known address. The clicnt first sends a request with file name,
and the server responds with a sequence of data packets containing different pants of the requested file.
To ensure reliability and sequenced delivery, client and server use a stop-and-wait protocol. Ignering
the obvious performance issue, do you sce a problem with this protecol? 5
Consider a scenario in which two different TCP senders, sending their network traffic from thel
respective hosts to different destinations, bul pass through a common botleneck link (that is the onl
bottleneck link on cither of their paths). wul&nsﬂmmhmydnm;lundnshm
Wuhhﬂmﬁlﬂ?ﬁmhﬂﬁsd&mtmmmw
TCP “fair” for this situation? Legitimize your answer.

3./ Explain how Peer-to-Peer (P2P) applications enhance following network functions. | 1

a.
b.
c.
d.

Real Time Communications (RTC) (235) \
Collaberation 25) =
Content Distribution 2.5)
Distributed Processing (2.5)

3. Suppose users share a 3 Mbps link. Also suppose each user requires 150 kbpswhen transmitting
each user transmits only 10 percent of the time. s

b.

. When circuit switching is used, how many users can be supported? (3)

For the remainder of this problem, suppose packet swilching is used. Find the probability that a
user is transmitting. (%)

;Sumﬁntml!ﬂmmemwﬂmatwwmmn

transmitting simultaneously. «
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Answer following short questions: 130

a. In the simplest version of the Chord algorithm for peer-to-peer lookup, scarches do not use the fing:
table. Instead, they are lincar around the circle, in either direction. Can a node accurately predict whic
direction it should scarch? Discuss your answer. (5)

b. Explain Point Coordination Function (PCF) and Distributed Coordination Function (DCF) in deta
Also, discuss that both of these coordination functions can work together or not, if yes, explain yo
answer with the help of a suitable example. (5)

¢. Consider a scenario in which HTTP clicnts need to retricve a web page at a known URL. Initiaily ¢
IP address of the HTTP server is not known. The web page at the specified URL is having onc.JPE
image which is saved on the same HTTP server as the original document. What types of applicati

layer and transport layer protocols besides HTTP arerequired? (3)
d. Suppose a server is utilizing TCP SYN cookies, then why it is essential for the server 10 use a spes
inilial sequence number? (3)

e. Consider a simple application-level protocol built on top of UDP that allows a client to retrieve a !
from a remote server residing al a well-known address. The client first sends a request with file nx
and the server responds with a sequence of data packets containing different parts of the requested 1
To ensure relinbility and sequenced delivery, client and server use a stop-and-wait protocol. Igne:
the obvious performance issue, do you sce a problem with this protocol? (5)

f. Consider a scenario in which two different TCP senders, sending their network traffic from t
respective hosts to different destinations, bul pass through a commeon boitleneck link (that is the
bottleneck link on cither of their paths). What does it mean 1o say that TCP provides fair sharin
bandwidth at the bottleneck link? Assume the RTTs of the two connections are altogether differer

TCP “fair” for this situation? Legitimize your answer, (5)
2./ Explain how Peer-to-Peer (P2P) applications eabance following network functions. 110}
a. Real Time Communications (RTC) (25
b. Collabgration (2.5)
¢. Content Distribution (2.5)
d. Distributed Processing (25)
3. Suppese users share a 3 Mbps link. Also suppose each user requires 150 kbpswhen transmitting
each user (ransmits only 10 percent of the time. [15]

a %mcmnthMMmyumth?
b. Fonhemmdaurthnspmhlm. suppose packet switching is used. Fmdlhepwhbmtyﬂlﬂl

user is transmitting. mﬂgr -
c. Suppose there are 120 users. Find the probability that at any given time, @

transmitting simultaneously.
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4 Find the probability that there are 21 or more users tranamifting simultanconsly (4)

4. Comsider sending 2 16000-byte datagram into s Nok that has an MTU of %00 bytes. Suppote the

original datagram has the identification nember 111, Answer ollowing questions. (1)
2 How many segments are generated? (%)
& What are the values of Identification, DF, MF and fragment of et ficlds? (5)

A

Coasider the following scenario, in which wser 1 from Thailand and user 2 from Japan are

" coanccted 1o the infernet. The Web Server is situated in Korea and the NS Server by situsted in
Hoag koag.

re

3]

User 2 from Japan wanmts to ping the
www.google.com website. Do we need the DNS
Server for the ping to be successful? 3) H\
What has 0 be cstablished before HTTP data can
be sent or reccived from user 1 to the Web Server?

3) ER
At the same time if both users (user 1 from H“H

Thailand and wuser 2 from Japan) fypes

www.googlecom on the browser of the respective computers. How does the senver differentiace
between the connections? (3)

Will ke communication be disrupted between the Web Server and the users if the DNS Server goos
down during the data transfer between the web server and the user(3)

User 1 from Thailand opens two instances of www.google.com website on his computer. How does
the Web Server differcntiate between the communications? (3)

6. Consider the network shown below: [10]

a

b. Consider the operations of the Reverse Path Forwarding

Assume that each node ipitially knows the costs 10 cach of
s neighbours. Use the distance vector algorithm and show
the distance table entries at node ‘F. (5)

(RPF) algorithm for the given scemario. Using the same
topology and least costs calculated in Pan (a), find 3 set of
paths from all nodes to the source node p~(and include
these paths in a graph using thicker-shaded lines) such that
all other nodes will receive a copy of [Ps broadcast
message from shortest path. )

7., Use Variable-Length Subnet Masking (VLSM) to develop a subnetting scheme for the network
scenario given below. [10]

a. [dentify the total number of required subnets?  (2)
b. What is the subnet mask of cach subnet? IP Address = 204.12.2.0/24
AMS = Thosls

(3) ’
c. List down the subnet ids and host address S °°

range of all the subnets. (3)

E_E.=28nosis e, ".;_,'.
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Q5.[04 pts]

In the topology shown below, machine A is a deskiop client, D is a local DHCP server, R is A's gateway
router, S is 2 Web server, and C is a Web cache. N is C's local nameserver, while N, is the nameserver
authoritative for S. Client A is configured to use Web cache C for all requests (assume that the Web cache
resolves the name for any Web server and that the client is configured with the [P address of the cache).
All wires/links are Ethernet segments. Assume the following:

# All the machines were just booted and their associsted caches (ARP, DNS, Web, persistent

conncctions) are all empty

o hiup:iSfindex htmi fits in a single packet

y o ity
Ve Locné WP

E Rk

e o e

o Persistent HTTP connections are used among A, C, and S (i.e. you should assume that once any
connection between these hosts is established it is never closed)

* Web caches respond to TCP requests that look like packet two in table | below (eg. GET

hitpeifoabar’). They reply with the normal web cache contents.

(01 point)Te connect machine A, it noads to get its own IP address, addr of first-hop router, addr of
DNS server. mmlm&mmmw ARP.

(2 points) In which scenarios, TCP applies slow start, Fabweplieme and AIMD principles? Explain cach
with a proper cxample?

(1 points) Why CSMA/CA s prefered over CSMA/CD for wircless channel?

]

Q6.16 pts]

a (1.5 pts) Assune we noed 1o download text documents at the rale of 100 pages per sccond. What is the
required bit rate of the channel? A page Is an average of 24 lines with 30 characters in cach line.

b. (1.5 pts) What is the minimum-width channel that could possibly transmit 80 the presence of
signal-to-noise ratio of 157 v e =

& (1.5 pta) We need to send 265 over & noiteless
e kbps chansel with a bandwidth of 30 kHz. How many
d. (1.5 pty) The period of & signal is 100 ms. What s ks frequency in kilobertz?
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COMSATS University Islamabad

Park Road, Tarlai Kalan, lslamabad 45550, Pakistan.
Departmeat of Computer Science
Final Examinstios FALL-2021

ClasaSection: BSCS, HSSE - 5® Semcster Dated: Jan 2022
Sabject: Computer Communications & Nctworla Marka: 50
Imstractar: Dr. Farhana Jabeen, Dr. Ashisg Faroogi. Time: Three bowr (3 Hour)
Dr. Muhaunmad Wagar, Dr. Fakbar, Zulfagar Al
1. The question paper comsists of 9 questions. Anempt all questions.

CLO-01

QL. [15 peints]

a) [1.5 point) Driclly describe why the actual bandwidth on your cable acoess network coanection on, €., &
Saturday evening, could be significantly lower than what bas been advertise by the provider (Comcass,
Chaner, ete.)? Would you see the same with a DSL -based provider?

b) [13 pomnt] What is the purpose of the HTTP “COOKIE:™ ficld? Arc the values in the HTTP message”’s
cookie field wored at the client or server or both? Explain bricfly. '

¢} [1.5 pont] Supposc ihat we wani 1o change the IP addrews of gaia.cs.umass.cdu from 128.119.40.186 o l. 1
128.119.40.157 and change this mapping in the DNS mshontative rame senver for gea o emsss adu
Once this mapping is changed in the authoritative name server, will all future reforences (gemcrated
amywhere in the Intemnct) to gaiacs.umans ede them be sent o 125.119.40,1 577 Explain brclly (= two of
Ihres senlenced).

dy 03 point] Comsider the scenario shown n Fipee 2 in which a server |3 connectad o a roster by a
100N B link with a $0ms propagation Jelay. Indtially this router [ also connecied to two rousens, each over
3 S0Mbys link with a 200ms propagation delay. A |G link connects a host and a cache (if presemt) to
cach of these routers and we assume that this link has 0 propagation delay. All packets in the network are
20,000 bits long.

L {02 Pomis) What u the eniHoead delay from whes 3 packet is iransmitied by the senverlowhen it
is received by the client? In this case, we assame there are no caches, there's no quesing delay =
the routers, and the packet procewsing delays at routers and nodes are all 0.

Fleure 2

I (01 Points)Here we assume that client bosts send requests for files directly 1o the server (caches
are not used or off in this case). What is the maximum reic af which the sorver cn deliver data
0 3 single client If we mseme no other clionts are making requests?

e} (15 poimy] Coatider a server-side socket that i1 wed 1o communicate from server o client. In the case
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CLO-4

.4 pta
¢ I:.ﬂllnuﬁﬂmhuwhidhmd:pnhlmhwirﬂmﬁwh? Explain how CSMAJ/CA is realized in
the case of the IEEE 802,11 protocol.
b (2 pis) Explain why 802,11 uses Camrier Sense Multiple Access’Collision Avoldance (CSMASCA)
rather than CSMA/CD. Be specific.

Q8.4 pos)
a. (2 pts) Use the Cacsar cipher to encrypt the message "JAVATPOINT,” and the key (shift) value of this

message is 37

b. (2 pts) Alice has sent messages to BoBl. These messages are in fact related 10 ordering an expensive
book. Bob wants 1o be abie to prove in court if necessary that Alice actually sent these messages 1o Bob
containing the order for textbooks. What does Alice need 1o do/add 10 the messages, in order for Bob 10

be able to prove that Alice is the one who sent it originally?

Q9.3 pts]
a. (1 pts). What are the possible multiple access schemes for cellular networks?

b. (2 pts). Explain the following terms related 10 cellular networks brielly:
i.  HandofT
ik  Frequency Reuse

1981 CamScanner
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of 3 TCP sockel, can dota being read from the server-side socket have been sent by more than one
client? Explain briefly. In the case of a UDP socket, can data being read from the server-side socket
have been sent by more than one clicol? Explain bnelly. ;

N [LS5 poians) Docs the Intemnet check sum always detect crrors in the tanamitted segment? .

g) |15 points] Comsider two TCP sessions that ment share 3 link™s bandwidth. One of the TCP coascctions
has been running for quite some lime and has buill up 3 large TCP sending window. The second
comncction then starts up with an initially umall window. Lang tenm, what will be the relative throughpat
achicved by thesc two TCP seasions? Explain.

B) 1.5 poimts] Suppose nodes A, B, and C each attach 1o the same broadeast LAN (through their adapters).
If A sends thowtands of |P datagrams to B with each encapsulating frame addressed 1o the MAC address
of B, wall C's adapter process these frames? If sa, will C's adapter pass the IP datagrams in these frames
w the network layer in C? How would your snywer change if A sends frames with the MAC broadcast
address?

i) [1.5 powsts] Briefly describe how NAT works.

Q2. |07 peints] )
a (4 pts) Consider the network shown below. Show the operation of Dijkstra’s algonthm for computing
ﬁ?ﬂ!ﬂﬂhfmﬁhﬂhﬁhﬂ.ﬁhhhmm”ﬁmﬁmﬂ

destizations.
2
5 4

u | 0w D(B). ™0 DD [ DE). | nrﬂ.]
@ pB) Hi0 D) ME} . MF
0 P . --_-*_-f o
]
=—3

4

3 |

b (43 poins) Comider the Swee-node topology: the link costs are o{xy)~6, aly2)=2, aad cizx)~50.
We focus bere only on y's and 2's distance wable entries to dessination x. Please explain the desails of
how the DV algorithm could reach a quiescent (or stablc) state when the following cases kappen.

L (LS points) When o{x.y) decrena frem o 1.

i (1.3 points) When clx.y) increases frem w0 5.
QX [ pas]
Supposc a recciver iing the CRC generator polymamial x * = x ¥ = | (10101) receives the sequence of biss
010012101101, Were they received comectly? If so, what was the transmitied message? If not, can you tell
how many b erron ocoaTed? Show your work

Q4.[23 pia]

a) (1.5 pts) In Figure 5. A is sending sn ARP request 1o determine the MAC addreas it should wse
for a frame destined 10 B. Whal MAC address will be retumed 10 A in the ARP reply. Boefly
explain your amywer.

b) (1.5 po) How many interfaces of all e ancs shown in Figure § receive the original ARP reguex
semt by A and what s the destination MAC address on the frame containing the ARP reqoes?

4
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Nome: Reg no.
CLD-1

(Summarizre the fundamental concepts of computer networiks)

Q (1) = 15 marks total
Q (1) Part A (marks=1+2+3=6)

The following Figure shows Hosts, routers, and swilches, each contains a different set of
layers, reflecling their differences in functionality. Using knowiedge of protocol stack, label
the figure and message transformation at different layer throughout the transmission path.

e
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Q (1) Part B (marks=3+3=6)

Consider the car-caravan analogy and assume a propagation speed of 100 km'hour.

a. Suppose the caravan travels 175 km, beginning in front of one tollbooth, passing
through a second toliboath, and finishing just after a third tolibooth. What is the
end-to-end delay?

Groerr

Distance traveled (D) =175 km
Progagation speed [5) = 100 km/hour

Propagation Delay=175 km100 km/hourPropagation Delay=100 km/hour175 k
Progaganon Delay=1.75 hours

b. Repeat (a), now assuming that there are eight cars in the caravan instead of ten.
As discussed in pan (a), the propagation delay Is 175 howrs.

The number of cars in the caravan doesn’t affects this calculanon. The end-to-end delay is soll the
progagaton delay because we are assuming negiigible transmisson, gueuing, and processing delays

End-to-End Delay=1.75 haurs

S, even if there are evghl cars instead of 140 in the Garavan, the end-lo-end delay remains 1.75 hours.

Q (1) Part C (marks=3)
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Suppose a client cis.poly.edu wants to open www.csmit.edu on hls web browser for the
first ime. For the given figure, draw Lhe palh showing lhe sequence of DNS queries and
replies for both the recursive and iterative methods. Moreover, explain which query wil

be more suitable iterative or recursive. Why?

!

L I e ]
By | irmy Tmm)
rie ply.os=is

k]| e

oot DS server

— q“..,,/@{

i

Local DNS werver TLD DS server

cleim o nip sl

Requesling haont

i Py el

Jels.c8. s =l

Luswal DA werwes
CETEY B T

Mo arulirug Famd
L

o adbae Bl

Riont DhS werver

L
2N
©

Recuryive Query

2 &

st Authoristlve DN wereet

s, wma ks wdd
[T et S e

|2

FalE. O, s el

| CLO-2

(%3 CamScanner


https://v3.camscanner.com/user/download

({Apply the concepts of computer networks to solve thelr related problems)

Q (2) = 16 marks total

Q (2) Part B (24243=7)
1. I a channel operates with a bit rate of 4 Kbps and a one-way propagation delay of
20 msec, while employing the slop-and-wait protocol and assuming negligible
transmission time for acknowledgment frames, what is the minimum frame size in
bits required to achieve a channel efficiency of at least 50%.

2. In a Salelite Communication syslem wilh an average source-lo-destination
distance of 15,000 kilomelers and a one-way delay of 250 milliseconds, what dala
rate would be required for the round-trip delay to be equal to the transmission delay
for a 1 KB packet?

Solution-
Given-

« Distance = 15,000 Km
Propagation delay (T;) = 250 milliseconds

« Packetsze=1KB

We need to have-
Round Trip Time = Transmission delay

2 x Propagation delay = Transmission delay

2 x 250 milliseconds = 1 KB / Bandwidth
Bandwidth = 1 KB / 500 miliseconds

Bandvadth = 16000 bps

3. Consider a real-time scenario where you're streaming high-definition video contant
over a long-distance network connection. The video content |s transmitted at a rale
of 10 Mbps, and it needs to travel over a network link that spans 2,000 kilometers
with a propagalion speed ol 2 x 10°8 meters per second.

T

prop

Where:

* T op is the Time of Propagation.
* D is the distance the signal must travel

* 5 is the speed of signal propagation.
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Lat's calculate it

Ty = 0.01 5

lwon = 10 8

S0, the Time of Propagation for the signal to travel over a network link of 2000 kilometers at

a propagation spesd of 2 X 10" meters per second is 10 millseconds (ms).

| E =1 TLET L ES

Propagation Delay: This is dependent on the physical length of the link and the
propagation speed of the signal in the medium (e.g., copper wire, fiber optic, wireless). In
this scenario, the propagation delay is the time it takes for a bil to travel from the source
to the destination.

Transmission Delay: This is the time it takes to push all the bits of a packet into the link.
Transmission delay depends on the packet's length and the data rate of the link. In this
scenarno, lransmission delay is nol relevant to the calculation, but it is a factor in the
overall delay.

Queueing Delay: This occurs when packets are held in a queue due 10 a busy link.
Queueing delay varies dynamically with the network's state, depending on the router's
queue length and the traffic intensity.

Processing Delay: This is the lime routers take lo process the packel header, check for
bit-level errors in the packet, and determine the packet's outbound link. Processing delay
is typically very small compared to other delays.

Jitter: This is the varation in packet arrival times and is critical for video content. Jitter
can be caused by queueing delays, processing delays, and variations in propagation
delays.

Q (2) Part A (marks=1+1=2)
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Consider the scenario shown below, with four different servers connected to four different
dients over four three-hop paths.

1. What is the maximum achievable end-end throughput (in Mbps) for each of the four
dlient-to-server pairs, assuming that the middie link is fair-shared?
2. Which link is the botleneck link for each session?

Solution:

a) Throughput=mun{100, 300/4 80)=mmn(100, 75 560)= E0mbps
b) Re

Q(2) Part C (3)

Suppose thal the five measured SampleRTT values are 106 ms, 120 ms. Compute the
EstimaledRTT after each of these SampleRTT values is oblained, using avalue of a =
0.125 and assuming thal the value of EstimatedRTT was 100 ms just before the first of
lhese five samples were obtained. Compule also the DewRTT after each sample is
obtained, assuming a value of p = 0.25 and assuming the value of DevRTT was 5 ms just

before the first of these five samples was oblained. Lasl, compute the TCP
Timeoutinterval afler each of these samples is obtained.

Calculate the EstimatedRTT after obtaining the first sample
RTT=106ms,
EstimatedRTT = o * SampieRTT+(1- a) * EstimatedRTT
EstimatedRTT =0.125 * 106 + (1-0.125) * 100
=0.125* 106 + 0.875 * 100
=13.25 + B7.5
=100.75ms
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Calculate the DevRTT after obtaining the first sample RTT:
DevRTT = 8 * | SampleRTT- EstimatedRTT|+(1- 8)* DevRTT
=0.25 * |106-100.75] + (1-0.25) *5
=0.25 *5.25+0.75* 5
=1.3125 + 3.75
=5.0625ms

Calculate the Timeout Interval after obtaining the first sample RTT:
Timeoutinterval = EstimatedRTT +4* DevRTT

= 100.75 + 4 *5.0625

=121ms

Calculate the EstimatedRTT after obtaining the second sample
RTT=120ms,
EstimatedRTT = o * SampleRTT+(1- a) * EstimatedRTT
EstimatedRTT =0.125 * 120 + (1-0.125) * 100.75

=0,125* 120 + 0.875 * 100.75

=15 + BB.15625

=103.15625ms
Calculate the DevRTT after obtaining the second sample RTT:
DevRTT = 8 * | SampleRTT- EstimatedRTT|+(1- B)* DevRTT

=0.25 * |120-103.15625| + (1-0.25) *5.0625

0.25 *16.84 + 0.75 * 5.0625
4.21 + 1.79
Bms

nun

Calculate the Timeout Interval after obtaining the second sample RTT:
Timeoutinterval = EstimatedRTT +4* DevRTT
103.15 + 4 *8
135.15ms
Calculate the EstimatedRTT after obtaining the third sample
RTT=140ms:
EstimatedRTT = g * SampleRTT+(1- a) * EstimatedRTT
EstimatedRTT =0.125 * 140 + (1-0.125) = 103.15 6
=0.125*% 140 + 0.875 * 103.15
=17.5 +90.26
=107.75ms
Calculate the DevRTT after obtaining the third sample RTT:
DevRTT = B * | SampleRTT- EstimatedRTT|+(1- 8)* DevRTT
=0.25 * |140-107.75| + (1-0.25) *8
0.25*32.25+0.75*8
B.06+ 6
14.06ms
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Calculate the Timeout Interval after obtaining the third sample RTT:
Timeoutinterval = EstimatedRTT +4* DevRTT

= 107.75 + 4 *14.06

=1odims

Calculate the EstimatedRTT after obtaining the fourth sample
=90ms:
EstimatedRTT = o * SampleRTT+(1- a) * EstimatedRTT
EstimatedRTT =0.125 = 90 + (1-0.125) * 107.75
=0.125* 90 + 0.875 * 107.75
=11.25 +94.28
=105.53ms
Calculate the DevRTT after obtaining the fourth sample RTT:
DevRTT = B * | SampleRTT- EstimatedRTT|+(1- B}* DevRTT
=0.25 * |90-105.53| + (1-0.25) *14.05
=0.25 *15.53 + 0.75 * 14.06
=3.88 + 10.545
=14.42ms

Calculate the Timeout Interval after obtaining the fourth sample RTT:
Timeoutinterval = EstimatedRTT +4* DevRTT

= 105.53 + 4 *14 .42

=163.21ms

Cailculate the EstimatedRTT after obtaining the fifth sample
RTT=115ms:
EstimatedRTT = o * SampleRTT+{1- a) * EstimatedRTT
EstimatedRTT =0.125 = 115 + (1-0.125) * 105.53
=0.125* 115 + 0.B75 * 105.53
=14.375 +92.34
=106.715ms 7
Calculate the DevRTT after obtaining the fifth sample RTT: \
DevRTT = B * | SampieRTT- EstimatedRTT|+(1- p)* DevRTT
=0.25 * |115-106.715] + (1-0.25) *14.42
=0.25 *B.285 + 0.75 * 14.42
=2.07 + 10.815
=12.885ms
Calculate the Timeout Interval after obtaining the fifth sample RTT:
Timeoutinterval = EstimatedRTT +4* DevRTT
= 106.715 + 4 *12.885
=158.255ms
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Q (2) Part D (4)

Assign |P addresses for your new MAN (Melropolitan Area Network) which conssts of 8 diffarent
bulldings. each building will have 255 workstations. Your adminisirator tells you to only use as
much of the 164.10.0.0 network as you need. Your administrator will assign the IP addresses lo
the sefial interfaces using a different network. You will need to determine (he following four items
for each of the eight buildings:

(a) Subnet masks
(b} Nelwork addresses
(c) Broadcast address for each subnet
(d) Vakd hos! ranges on each subnel
Solution:
Ta assign IP addresses for the new MAN, we need 1o first determine the number of bits required for the
network and host portions of the address. Since each building has 255 workstations, we need at least 8§

bils to represent the hosl portion {2*8 - 2 = 254, wheme 2 5 subtracied for the neélwork and broadcast
sddresses). We can allocate the remaming bits to the network porton.

Since we are only allowed to use a5 much of the 16£.10.0.0 network as we need, we can use the Class B
network address 164.10.0.0/16. We can further divide this network into eight subnets, one for each
building, using the following subnet mask:

{a) Subnet masis: 255.255.255.0 (/24)

Each bulding will have 3 subnet mask of 255.255.255.0, which allows for 256 IP addresses per subnet,
with 254 usable for hosts.

(b} Network sddresses:
Bunlding 1- 1641010
Building 2 164.102.0
Building 3: 164.10.3.0
Building 4: 164.10.4.0
Building 5- 164.10.5.0
Bulding 6: 164.10.6.0
Bulding 7: 164.10.7.0
Building 8- 154 1080

Each building will have a unique network address, obrained by setting the host portion of the address 1o
o

lc] Broadcast addresses:

(%] CamScanner
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Bullding 1: 164.10.1.255
Bullding 2- 164.10.2.255
Building 3- 164.10.3.755
Building £- 154.10.4.255
Building 5: 154.10.5.255
Building &: 164.10.6.255
Building 7: 164.10.7.255
Building 8 164.10.8.255

The broadcast address for each subnet is obtained by setfing the host portion of the address to all 1s.

(d} Valid host ranges:

Bullding 1- 1564.10.1.1 w0 164.10.1.254
Building 2: 1564.10.2.1 to 164.10.2.254
Building 3: 164.10.3.1 to 164.10.3 254
Building 4: 164 10.4.1 w0 164 10.4.254
Building 5: 164.10.5.1 w0 164 10.5.254
Building 6 154.10.6.1 to 164.10.6.254
Bullding 7- 164.10.7.1 o 164.10.7.254
Building 8: 154 10.8.1 to 164.10.8.254

The vakd host range for each subnet is obwined by setting the first and last addresses of the subnst for

the network and broadcast addresses, respectively.

LD

(Analyze various protocals, algorithms, and their functions in a network)

Q (3) = 19 marks total
Q (3) Part A (marks=10)
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What will be the output If checksum algorithm Iis applied on given dala:
1110011001100110 and 11010101010101017

0100 0100 0100 0011 [Check sum calculated)

Q (3) Part B (9)
1. Is it possible for an application 1o enjoy reliable data transfer even when the
application runs aover UDP? If so, how?

Yes, it is possible for an application to achieve reliable data transfer even when it

runs aver the User Datagram Protocol (UDP), which is traditionally considered an
unreliable, connectionless transport protocol. The reliability would need to be
implemented at the application layer since UDP itself does not provide
mechanisms for reliable data delivery, error recovery, or flow cantrol.

2. Suppose a process in Host C has a UDP socket with port number 6789. Suppose
both Host A and Host B each send a UDP segment to Host C with destination port
number 6789. WIll both segments be directed to the same socket at Host C7? If so,
how will the process at Host C know that these two segments originated from two

different hosts?
In a UDP-based communication model, the destination port number is used to direct incoming UDP

segments to the appropriate process or socket on the receiving host. In this scenario, both Host A and
Host B are sending UDP segments to Host C with the same destination port number, 6784,

Yes, both UDP segments will be directed to the same UDP socket at Host C because the destination port
number is what identifies the receiving socket. The operating system at Host C uses the destination port
number to determine which process or application should recelve the Incoming UDP segments.

Now, to distingulsh between the UDP segments eniginaled from Host A and Host B, the infermation about
the source IP address and saurce port number is used, Each LIDP segment cantalns source and destination
port numbers, as well as source and destination IP addresses.

The combination of source IP address and source port number uniguely identifies the sender of each UOP
segment. Therefore, even though both UDP sepments are destined for the same port (6789) on Host C,
the process at Host C can examimne the source IP address and source port number in each received UDP
segment to differentiate between the segments sent by Host A and Host B.

In summary, both UDF segments will be directed to the same socket at Host C based on the destination
port number. The process at Host C can distinguish between the segments from Host A and Host B by
examining the source [P address and sgurce port number in each UDP segment.
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Atiemprt il questions.

(CLO— 1: Summarize the fundamental concepts of computer networks)

Q.7 1. Consider the scerano shown in Figure in which a server 1s connected to a rowter by a 100Mbps
hink with & 50ms propagation delay. Instially, this router 15 also connecied o two roulers, cach over a
30Mbps link with a 200ms propagation delay A 1Gbps link connects 3 host and a cache (1f present)
o each of These routers and we assume that this link has 0 propazstion delay. Al packets i the network
arc

20,000 bts long. |10 marks: 2+2+2+2+2]

1.1} What is the end—to—end deloy from when a packet is transmitted by the server
to when it 1s received by the client? In this case, we assume there are no caches,
there’s no queuing delay at the routers, and the packet processing delays at
roulers and nodes are all 0

[

e
| —n
1y e
1 Ce ?‘ G
e =
L) )

Fagpuare |

1.2) Here we assume that chent hosts send requests for files directly to the server
{caches are not used or oll' in this case). What 1s the maximum rate al
whiach the server can deliver data 1o a single client if we assume no other
chents are making requesis”

Terminal Exam-CSC339 Page | of 9
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1.3)  Suppose two hosts, A, and B, are separated by 20,000 kilometers and are
connected by a direct link of R =2 Mbps. Suppose the propagation speed
over the link is 2 5 x10° meters/see. Consider sending a file of 800,000 bits
from Host A to Host B Suppose the file is sent continuously as one large
message. What is the maximum number of bits that will be in the link at
any given time?

1 4} Consider a server-side socket that 15 used to communicate from server to client In
the cose of o TCP socket, can data be read from the server-side socket have been
sent by more thun one chent? Explun briefly, In the cuse of u UDP socket, can
data be read from the server-side socket have been sent by more than one chient?
Explain briefly

1.5)  Does the Internet checksum always detect errors in the transmitted segment?

1.6) [Through NAT a private network can communicate with the public network.
In the following figure write the source and destination 1P addresses in the
blanks.

Terminal Exam-CSC339 Page 2 of 9
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Server

Host Router + NAT

10.0.0:1 200.100.10.1

150.150.0.1

Sourte 1P addiens  Pestenalan [P addoess Soure [P addrenn  Deslenslon [P addrenn

10.0.0.1 200.100.10.1 o = [~ N .

: NAT

{  changes | B
Sourre 1P addiesd  Desibenatian | address Saurre [P addvret  Destreaton 1P adderis

o

- 1 i <t

Figune 2

(CLO - 2: Apply the concepts of computer networks to solve its related problems)

Q.# 2. Calculate and sketch {where nsked) [10marks:2+2+2+2+2]
2.1) The loss in o cable is usually defined in decibels per kilometer (dB/&km). If the signal
at the beginning of a cable with -0.3 dB/km has a power of 5 mW, what is the power of the signal
at5 km?

2.2) A slotted ALOHA network transmils 200-bit frames using a shared channel
with a 200-kbps bandwidth, Find the throughput if the system (all stalions together)
produces

a 1000 frames per second

b. 500 frames per second

c. 250 frames per second
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23} A nonpenodic composite signal has a bandwidth of 200 kliz, with a middle frequency of
140 kHz and peak amplilude of 20 V. The two extreme frequencies have an amphitude of
0 Draw the frequency domain of the signal

24y We hove o channel with o 1-MHz bundwidth, The SNR for this channel 15 63, What are the
appropriaie bit mie and signol level?

2.5y  Whal are the propagation me and Lthe transmission time for a 5-MB (megabyle) message
{an image) if the bandwidth of the network is 1 Mbps? Assume that the distance between
the sender and the recefver is 12,000 km and that light travels at 2.4 x 10%m/s,

(CLO — 3: Analvze various protocols, algorithms and there functions in a network)

Q.# 3. Complete the following scenarios and answer relevant questions. [1amarks:54+3434242]
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3.1) Let’s assume that a user connects a laptop to his universaty s Ethernet switch
and downloads a Web page (say the home page of www.google com) As we now
know, there’s a lot going on “under the hood™ to satisfy this seemingly simple
request.
Briefly list down the prolocols invalved along with their function in each step / layer ull the
web page appears on user’s screen

332) Mﬂmﬁlmﬁumhﬂlﬂﬂ-ﬁ:ﬂ-ﬂ;

oSk

e [ S " S

sond phi0 B i & sciratd 4
oV
]""'""-—-_, —— send parl send ACKO ._
:E ::?m sendoia? —_ (loss) i - o0 T—
\@“‘ sand pickd
sory plets
CoHuli-N m spersias w
Fuguere 4

33) Consider the network shown below in Figure 5. Show the operabion of Dijistra’s
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algorithm far computing the least cost path from A to all destinations. Also, draw the
minimum spanning tree from A to all destinations.

&

=2

Frgure 3

34)  Anetwork using CSMA/CD has a bandwidth of 10 Mbps. If the maximum
propagation time (including the delays in the devices and ignoring the time needed
to send a jamming signal is 25 6118, what is the minimum size of the frame?

3.5) Consider the network shown in Figure 6. Suppose AS3 and AS2 are running OSPF for their
intra-AS routing protocol. Suppose AS1 and AS4 are running RIP for their intraAS
routing protocol. Suppase eBGP and iBGF are used for the Inter-AS routing protocal,
Initially suppose there is no phyzsical link between AS2 and AS4.

3.5.1) Router 3c learns about prefix x from which routing protocol: O5PF, RIP, eBGP, or 5
iBGP? \

3.5.2) Router 3a learns about x from which routing protecal?
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3.5 3) Router Ic learns about x from which routing protocel?

35 4) Router 1d leams about x from which routing protocol?

Figure 6
(CLO - 4: Comprehend the fundamentals of wireless and maobile networks along with
the security issues)

Q.# 4. Answer the followings. [16marks:2+2+2+2+1+2+2+3]
4.1) Let's you want to share a file confidentially with vour friend via a symmetric
key crvplosysiem. How Public Key cryplosysiem can be used 1o securely transm the
key along with determmining the integrity of the file

42)  Inwhat way does a hash provide a better message integnity check thana 6
checksum (such as the Internet checksum)? .
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4.3)

It1s claimed that without Authentication, Message Integrity becomes useless
and vice versa. Do you agree with 1?7 Why /why not?

4.4)  To cnuble secure communication, the website presents a certificale mentioning
its public key. Is it secure enough? Why / why not?

4.5)  What does "“tnangle routing™ mean in mobile and wireless networks?

4.6) Suppose the IEEE 802 11 RTS and CTS frames were as long as the standard
DATA und ACK frumes Would there be any advantage to using the CTS and
RTS frames? Why or why not?

4.7)  Asamobile node gets farther and farther away from a base station, what are
two actions that a base station could take to ensure that the loss probability of a
transmitted frame does not increase?

4.8) Differentiote between
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4 8.1) Puth loss vs. Multipath propagation

4.8 2) Active vs. passive scanning

4 8 3) Visiled vs. home networks

--.--BEST OF lJl]CH' Il
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Name: Reg no.
CLO-1 }
-~(Summarize the fundamental concepts of computer networks)

Q (1) = (6+6+3=15 Marks)
Part A. S‘

There is a user of Facebook who wants connectivity to the nearest Facebook server which has15
routers on the way-The entire length of optical fiber cable is 6543 Km between two host entities.
TFhe average processing delay at each router is 2 msec and there is no congestion on the link, The
propagation delay is subject to refractive index of optical fiber equal to 1.5, The speed of light is
universal constant of 3x10"8 m/scc. Calculate the end-to-end delay of data in one direction. Ignore

transmission delays. . iy i <
Part B.

Consider the car-caravan analogy and assume a propagatio of 100 km/hour>
1. Suppose the caravan travels 175 km, beginning in_front o tollbooth, passing

through a second mllming just after a third tollbooth. Whatis the

end-to-end delay?
2. Repeat (a), now assuming that there are eight cars in the caravan instead of ten.

\&ts
Part C.
In wireless system, user can be located anywhere in coverage area and the behavior of system i
to reduce the user bandwidth to _half after going awgy from tower for each | Km gue to signa
weakening. The bandwidth at the tower is 10 Mbits per second. How much time 1s required

transfer 1 GByte data at 2.9 Km location from tower.
—_—— e

/o3 .
&

peeens-CLO-2
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ll;g a different network. You will need to determine the following four items for cach of the eight
uildings-

T Subnet masks

~-27" Network addresses.

= Broadcast address for each subnet.
4 Valid host ranges on each subnet

CLO-3

_——

(Analyze various protocols, algorithms, and their functions in a network)

Q (3) = (6+ 5+ 4= 15 Marks)

Part A.

Consider sending a 2600-byte datagram into a link that has an MTU of 700 bytes. Suppose the original
with the identification number 422, How many fragments are generated? What are the

datagram s stamped s
values in tie various fields in the IP datagram(s) generated related to fragmentation?
| Length Id More Fragment Flag | Offset

dre |

—r : \

— = 3

\"-" L 5 1 |
Part B. _ 4
__-‘-‘__‘_'—'——-

Host A and B are directly connected with a 100 Mbps link. There is aﬂ%qm‘::;:mmn the two
hosts, and Host A is sending to Host B an enormous file over this connection. Host A can its application

data into its TCP socket at a rate as high as 120 Mbps but Host B can read out of its TCP receive buffer !
a maximum rate of 50 Mbps. Describe the effect of 'TCP flow control.
{imum rate of Jt T

Part C.
Compare GBN, SR, and TCP (no delayed ACK) Assume that the timeout values for all three protocols an

sufficiently long such that 5 consecutive data segments and their corresponding ACKs can be received (i
not lost in the channel) by the receiving host (Host B) and the sending host (Host A) respectively. Suppos
Host A sends 5 data segments to Host B, and the 2nd segment (sent from A) is lost. In the end. all5 da
segments have been correctly received ¢ by Host 1
1. How many segments has Hosl A sent i|'1s_ total and how many ACKs h\ﬁ Host B sent in total? Wh
are their sequence numbers? Answer this quesﬁcﬁ for all three protocols.

2 If the timeout values for all three protocols are much longer than 5 RTT, then which protoc

successfully delivers all five data segments in the shortest time interval?
~——

/ —
al )
- \ < *
c \ SR
W
A o v U D
g ) -
- \\J_ \ '*-.‘ :
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(Apply the concepts of computer networks to solve their related problems)

Q (2) = (7+7+6= 20 Marks)
Part A.

Consider the scenario shown below, with four different servers connected to four different clients
over four three-hop paths. The four pairs share a common middle hop with a transmission capacity
of R = 300 Mbps. The four links from the servers 1o the shared link have a transmission capacity

of RS = 40 Mbps, Each-af the four links from the shared middle link to a client has a transmission
capacity of RC —
1. What is the maxifumd elend-end throu

chievabl t§(in Mbps) for each of the four client-to-
server pairs, assuming that the middle link is fairly shared? -
2. Which link is the bottleneck link for each session? ™M ( Rs ) RC- ) Q

D,

Part B. bl

Suppose that the five measwed SampleR1T values are . 120 ms. Compute the
EstimatedRTT after each of these SampleRTT values is obtained, using a value of a = 0.125 and
assuming that the value of Eslinuaigd RTT was 100 ms just before the first of these five samples
were obtained. Also compfie the DeviKT1 after cach sample is obtained, assuming a value of p =
0.25 and assuming the value of DevRTT was 5 ms just before the first of these five samples was

obtained. Last, compute the TCP Timeoutlnterval afier cach of these samples is obtained.

Part C.
AS}ig:n 1P addr:ssles‘!'nr y:::ur new MAN (Metropolitan Area Network), which consists of § differemt
h‘::ldmgs, each building will have 255 workstations. Your administrator tells you to only use as much of
164.10.0.0 network as you need. Your administrator will assign the 1P addresses to the serial interfaces
] v
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