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transmission delays. The IT team is comparing Advanced Encryption Standard
Encryption Standard (DES) for their suitability in this environment.

2.2.1) Which encryption algorithm, AES or DES, would you recommend fo
Provide reasons considering both security strength and performance efficiency

¥
2.2.2) Explain how the differences in key length between AES and DES in
ess for long-term protection of sensitive logistics data.
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2.3) A drone delivery company uses lightweight IoT drones to transmit real-time location and package
status to the central hub. The system must protect this data from tampering and eavesdropping during
transmission. Drones have limited processing power and operate in high-speed environments.
communication channels are exposed to potential man-in-the-middle attacks, especially in urban areas.
Security audits stress the need for both fast encryption and sender authenticity verification.

The

2.3.1) Which cryptographic method is more suitable for this scenario? Justify your answer with
reasons based on performance and security needs (2)
CLO-2 Apply appropriate security measures to identify threais and vulnerabilitles using attack

prevention techniques.
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J.1.1) How i
3.1.2) Wh
(2)

3.1.3) Name and exj

in two basic security principles that were violated in this scer

sital’s imternal messaging app was compromised after an attacker int
doctors and staff, Sensitive patient reports were leaked, and some mess

on. The breach exposed weaknesses in the app's communication

hout delec
10w aims 1o strengthen its data protection measures.

5¢ communications?

) ":!J_]_Ji_-'l._"-.i two protoce s or f\.’LrHIJ'_i”Lf?‘ to secure communication in such systems
Hms?

encryption important in medical communication platl
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K1 nch type
(2)
3.1.3) Name and explain two basic secirif prin
,_‘3}‘\ hospital's inter ESSAZINE app was « ompromised a [
loctors and sia sSensitive patient re por
3 in Lhe app

between doc

without detection. The breach exposed weaknesse
now aims to ~[‘.."1_|._‘-ji!c:| its data protection measures
-1) What method could the attacker have used to intercept 1

3.2
3.2.2) Suggest two protocols or techniques to secure communic:
3.2.3) Why is encryption important in medical communication p m

Question #4 [Marks 2.5+ 2.5 =§]

4.1) TechCore Inc., a mid-sized IT firm, discovered unusual file deletions and

altempts on their internal file servers. The IT team suspects an insider threat c
infection targeting sensitive client data. Critical system logs showed multiple

Ihe company urgently needs to ident

followed by privilege escalation activity.
Y I E )
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4.1.1) Based on the symptoms, what type of malware might be involved? Explain its possible

consequences on the company’s data. (2.5)
4.1.2) Recommend two security measures TechCore Inc. should implement to prevent such

insider threats and malware infections in the future. 2.5)

estion #5 [Marks 10]
)Suppose the following groups are defined in a system:

Usman , Group B: Majeed, Amna, Hira, Group C: Am

¢ Group A: Majeed, Amna, Hira,

1 lacmnn Awann M [[aman. Zam
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4.1 eCcomm ity ’ :

nsidary s ‘end twi secu_rl ) measures TechCore Inc. should implement to pres
hreats and malware infections in the future, :

Question #5 [Marks 10)
S.1)s 5 A
)Suppose the following groups are defined in a systemn:
. (?ruup A: Majeed, Amna, Hira, Usman » Group B: Majeed, Amna, Hira, Group C
Usman, Group D: Usman, Zarn
Access Control List {ACL) for File X:
» FileX: Group A, R; Group B, RW; Group C, RWE
for File Y:
File Y: Group D, RW; Group C, R
5.1.1) If Amna tries to execute File X, state whether she will be allowed to do
Twi i) First-match policy (first matching entry is enforced), i) Any-
per

5.1.2) Can Usman delete File Y il the delete operation requires W (write) + E (execute) p

5 from any group they belong to)
ETmIssion
vour answer based on his group membership and file permissions. A

together? Justif
access to File Y can be restricted to Amna only withoul creating a new group

ork administrator of “CyberSecure Pvt. Ltd.” has deployed the following firewall types
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5.1.1) If Amna tries to execute File X, state whether she

twa policies: 1) First-match policy (first matching entry is enforced

PerInissid

[ ns from any group they belong to)

iires W (write) + E (execute) permizcior

5.1.2) Can Usman delete File Y if the delete operation rex
together? Justify your answer based on his group membership and file permissior

access to File Y can be restricted to Amna only without creating a new group. 2.5)

5.2) The network administrator of “CyberSecure Pvt, Ltd.” has deployed the following firew
-t their network. For each traffic request, apply the firewall type and policy

ct, provide a brief reason for your decision, and name one po:
at firewall type

1 1 - = =
s T |Destination ||
|Souree IP !Ilenlmalmn 14 lPort iRnIe,-'Pnlir;r Description
| |ear
| |
= == IL _
irewall  [f10.10.1.5 |[192.1680.10  |[R0 [Allow HTTP traffic to internal web el |
L _ .;___ i || " -I:-.';\Ifm\' HTTPS only i o was
2 . 10.10.1.100 443 q : )
internally
{3 ||Application Proxy Firewall [[192. 168 r..-.lJ.’izus 0.113.20 21 3lock all FTP
— i ——— I'__ = _J S —
[ [
itering Firewall 10.0.0.25 192.168.0.8 | 23 Reject all Telnet connections
¢ ' I )
[l e I [[Atow only if HTTP request passes proxy
cation Proxy Firewall [172.16.0.15{]203.0.113.50 KO L
? |I | nuthenticatwn |

srofessional issues. and obligations.

)3 Describe legal, ethical,
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ilar breaches. raisin

s critical to business s
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I'he company
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i use of personal

6.1.1) How would you ethically address the man
ensitive data, considering professional responsibilities and data privac

e 1o

6.1) SecureNet Co., a cybersecurity firm, experienced a Credential Exposure Brea
servers. This incident disrupted client services and sever

. A risk assessment scored key factors on a scale of 1 to §; Thr
ability: 4 (unpatched servers), Exposure: 5 (public serv
2 (basic firewall and antivirus, no intrusion detection).Ser

itigation

ure strict compliance with security standards.

mpany must ens
"a Credential Expe

scribe the likelihood
type of security audit

1) Based on the given scores, d
[

3in at SecureNet Co. Also, name any o

ent to identify weaknesses and improve system delenses.

ter this nct
SecureNel Co

6.2.2) As a cybersecurity professional, how would you advise
risk " 2
-facing servers » need o maintain unintermpled
of applying critical updates on public-facing servers with !|I-tillil‘1 nl 0 i .
i ibey anproach while considering bolh ethical respons and
ibe your approach while consi | »

client services? De
security obligations,
Question #7 [Marks 3+3=6]
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an educational technology provider, is upgrading its sysiems 1o protect sensitive siude
anagement system. A recent audit found weak encry .‘ n and gaps i

1d compliance. Servi ing schools across multiple countries, EduTech n
IT N

nce
nce

eeds to align w
standards while managing budget constraints to maintain trust

7.1.1) Explain how the COBIT framework can help EduTech improve its 1
cybersecurity posture. In your answer, mention two COBIT principles and d  how
support alignment between IT goals and business objectives in an ;.\juLml- nal organiz

-
T

EduTech’s vulnerability scan revealed weak encryption in its learning managen

nanager
base, risking unauthorized access to student data
countries and

. The company serves s . S 1
must meet regulatory requirements while addressing system vulnerabilitie

A 1
audit found compliance gaps. EduTech aims to maintain student and parent trust despile budget
constraints.

7.2.1) Explain the importance of ISO 27001 in strengthening EduTech’s tn-‘l'-1'.‘:i-1f.1'-“-1 security
management. Which specific 1SO 27001 control ¢

wddresses weak encryption, and how can
compliance with the

Pakistan Electronic Crimes Act (PECA) further enhance data protection?
(3)
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